Preventing Abuse:
Incident Reporting
& Data Analytics Tools

Rick Curtis
Copyright © 2021 www.IncidentAnalytix.com


Presenter
Presentation Notes
Introduction


Introduction

* Rick Curtis
* Pronouns: he, him, his

 Speaking to you from the traditional lands of the Lenni-
Lenape people

* Director, Princeton University Outdoor Action Program: 39
Years

* Founder: www.IncidentAnalytix.com
* Full Disclosure Statement


Presenter
Presentation Notes
Welcome to today's presentation Preventing Abuse: Incident Reporting and Data Analytics Tools. My name is Rick Curtis.
My pronouns are he, him, and his.
I am speaking to you from the traditional lands of the Lenni-Lenape people in New Jersey.
I have been the director of the Princeton University outdoor education program for the last 39 years and have focused primarily on leadership development and risk management. 
For full disclosure, I am also the founder and CEO of IncidenAnalytix.com, a cloud-based Risk Management Information System for tracking incidents and close calls in the cloud. During today’s presentation I will be talking about how a RMIS like IncidentAnalytix can transform your youth safety program.



Learning Objectives

* Learn how the Safety | framework and Safety Il
framework are complementary parts of an overall risk
management plan

* Understand the Systems Thinking Approach to risk
Mmanagement

* Learn how a Risk Management Information System
(RMIS) can provide rich data for implementing Safety |
and Safety Il principles

* Learn how to assess your program by building AcciMaps
and PreventiMaps
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The learning objectives for today:

One is to understand two critical frameworks that are used in risk management.
The Safety 1 framework and the Safety 2 framework and how they are complementary parts of your overall risk management plan.
The next is to understand the systems thinking approach to risk management developed by Jens Rasmussen.
Also learning how incident data collection and analysis through a risk management information system can provide you with a rich set of data for exploring the causes of accidents and for implementing safety 1 and safety 2 Principles into your overall risk management and safety plan.
As part of that you will also learn how to assess your program by building AcciMaps and PreventiMaps to be able to dive into the actual causes of incidents and identify the key prevention strategies.



Questions for your program

* Does your program have a robust incident reporting
culture?

* Does your staff know how to recognize an incident versus a
close call and do they have the proper tools to report what
they observe?

* Do you have the tools to transform collected data into
actionable insights to ensure and promote youth safety?
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Here are some questions that I would like you to think about regarding your institution:
Does your program have a robust incident reporting culture? That is critical because in order to collect data and be able to analyze it, staff within your institution need to be fully committed to collecting and reporting events.
The next is does your staff know how to recognize both adverse outcomes and close calls?
Do they have the proper tools to report both of those things?
And the final question is, do you have the tools to transform collected data into actionable insights to ensure and promote youth safety?



An Incident is either...

* Adverse Outcome
*Close Call/Near Miss
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Ask the audience to define an Incident. Bring up the difference between an Incident and a Close Call/Near Miss.

Let us start with Looking at some general theoretical concepts around risk management, particularly thinking about this from a youth safety perspective.

We know that an incident has one of two possible outcomes.
There is either an adverse outcome or it is a close call/near miss.



Accident
Pyramid

1
Fatality

40 |
Lost workday cases

300
Recordable injuries
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Mear misses (estimated)

30,000
At-risk behaviors (estimated)
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Lots of Research that has been done in a variety of different industries Looking at how these two things relate to an overall risk management portfolio. One of those is what is often referred to as the accident pyramid.  
The key takeaway from this slide is that when large entities have looked at their overall incident data, what they have found is A pyramid structure. While there are some differences in the numbers that have been generated in different studies, the overall pyramid structure applies to many risk management situations. This study, coming from ConocoPhillips looking at incidents related to the oil and gas industry, found that 
for every fatality 
They would have 30 lost workday cases.
300 recordable injuries.
An estimated 3,000 near misses.
And 30,000 at risk behaviors. That is, behaviors that were or could have been contributory to leading to an accident.

Just think about how many at risk behaviors are occurring on your campus every day.




The Iceberg
Metaphor

Incidents

= Close Calls
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Another metaphor that is often used is called the Accident Iceberg. What do we know about an Iceberg –90% is of the iceberg is underwater and cannot be seen. If you only look at the actual Incidents/Adverse Outcomes you are only seeing the tip of the iceberg. The most predictive data for what your actual risk exposure are the number of close calls/near misses.

If we take that pyramid and shrink It down, the top of that pyramid is incidents, and the bottom of that pyramid is all of the near misses.

We can take that data and apply another risk management metaphor – The Accident Iceberg.
The key thing in the metaphor of an iceberg is that 90% of the iceberg is below the surface.
It is not visible.
You can think about your near misses that way.
What we tend to focus on is those actual adverse outcomes that take place.
We have to, that is critically important, But the problem is that we often miss or do not pay enough attention to all their near misses that may be going on.
In fact, if you look back at the ConocoPhillips data what we can see is that the near misses are more predictive of the actual risk level than, for example, the events that have adverse outcomes.

 


Close Call/... —,

How many Near Miss
Reports are you
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® Adverse Outcome @Close Call/Near Miss
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When you look at incidents, are you gathering data about your close calls? Most programs are not. Failure to collect and review close call data presents a serious gap in your risk management analysis

One of the takeaways from this talk is asking yourself how many near Miss reports are you getting in your program?
This slide is typical of what most organizations have for reported incident events--mostly adverse outcomes. However, what the data tells us is that those numbers are reversed. There are many more close calls than actual incidents. It is critically important in your work with staff that you teach them how to identify and report close calls because those are going to be the key predictive factors about what may be happening within your organization. Analyzing close calls as well as adverse outcomes and being able to address the causal factors that led to them is what is going to help you prevent them.



Safety |
What's Going Wrong?

We are safe if.there Is as little as
possible of this...

Hollnagel, E. Hearns, R, Braithwaite, J. - From Safety-I to
Safety-Il (A White Paper)
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One of the Primary paradigms that has been in operation for decades around risk management Is known as Safety 1. This term was developed by Hollnagel, Hearns, and Braithwaite in a critical paper that they wrote in 2013 called from Safety One to Safety 2.
Safety 1 is the paradigm of saying OK, if we have an accident, what went wrong?
Safety 1 focuses on whatever the causal factors were that created this incident event. Safety 1 is looking at the that red stuff in the bottom of the glass and saying those are the things that are went wrong. If we get rid of them, our program will be safe. We define safety as having as little as possible of whatever this bad stuff is. 



Safety = fewest negative consequences
Hollnagel, E., Hearns, R., Braithwaite, J. - From Safety-I to Safety-II (A White Paper)

Graphics concept from https://safetysynthesis.com/safetysynthesis-facets/safety-i-and-safety-ii/Nutshell



Safety |
Safety |

Definition of Safety As few things as possible go wrong

Safety Management Reactive, respond when something happens or is
Principle categorized as unacceptable risk

View of Human Humans are predominantly seen as a liability or
Factors hazard. They are a problem to be fixed.

Accidents are caused by failures and malfunctions.
The purpose of an accident investigation is to
identify the causes.

Accident
Investigation

1. Hollnagel, E. Hearns, R., Braithwaite, J. - EUROCONTROL (2013). From Safety-I to Safety-Il (A White Paper). Brussels.
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If we break Safety 1 down, we can see that the definition then of safety is that as few things as possible go wrong.
The principle of operation tends to be more reactive, so we respond when something happens or something is categorized as an unacceptable risk.
Humans and human factors are typically seen as the major cause of something going wrong. There must have been some human failure in the system, and so people are seen as a liability or a hazard. People are problems to be fixed or controlled. If we can provide enough rules and regulations and posters in the workplace, then we are going to have a safe working environment.
When there is an Accident, the accident Investigation principles Focuses on the failures and the malfunctions in the system. The goal of an Accident Investigation is to identify the causes and then step in and fix them.


From Safety-I to Safety-II: A White Paper
https://www.england.nhs.uk/signuptosafety/wp-content/uploads/sites/16/2015/10/safety-1-safety-2-whte-papr.pdf

https://appreciatingpeople.co.uk/moving-on-to-safety-ii-with-lfe/
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We can examine this through the Risk Assessment & Safety Management Model that I created 20 years ago. 
If we look on the left side, we see that there are a series of contributing factors that fall into three buckets.
Each of those buckets Is a kind of a causal taxonomy, and within that we can have a variety of different things happening.

One example of a taxonomy that we could use would be to say that there are contributing factors in the environment, equipment related contributing factors, and there are human contributing factors.
And the more of those Contributing factors that we have on the left side pulls the risk level to the left like a magnet so risk level increases.

The more factors there are the higher the risk level. Having a higher risk level does not mean you are necessarily going to have an adverse outcome. You might just have a close call.
But the greater the number of contributing factors, the greater the potential and the higher risk level you are operating in.

The other thing that is important to recognize is that each of these factors are things that we may be able to address and respond to.

Safety 1 has been the paradigm that most of us were brought up in from a risk management standpoint and as a result what we have tended to do is, when something goes wrong, go in and do a post incident analysis, identify the causal factors, and then try to remove or eliminate them as best we can. This Safety 1 approach has been around for decades because it is a critical part of any risk management plan.

Hollnagel, Hearns, and Braithwaite wanted to take this to another level and they introduced a new concept of safety which they termed Safety 2 with the previous concept being defined as Safety 1. A lot of their research was focused on the health care industry, an extraordinarily complex system.





Safety |l
What's Going Right?

We are safe if there is as much as
possible of this...

“Trying to understand safety by only looking at
incidents is like trying to understand successful
marriages by only looking at divorces.”

- Marit de Vos
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Safety 2.
Define safety as what is going right.
We are safe If there is as much as possible of this.
This was a new kind framework for people to look at safety rather than looking at the absence of accidents.
It was looking at the presence of a system that was working.
One of the quotes that I really like is from a student of Hollnagel's. 
That quote is “trying to understand safety by only looking at incidents Is like trying to understand successful marriages by only looking at divorces.
Yes, you do want to look at what went wrong in a divorce (Safety I), but not being divorced doesn’t mean you have a ‘positive/safe/XXX’ marriage. It could be just limping by waiting for that one extra thing to push it over the edge. 

Safety 2 is a framework that flips it around that we are saying we want to understand what works well and we need to do that more consistently rather than focusing all our effort on what is going wrong and fixing what is broken.

Graphics idea from https://safetysynthesis.com/safetysynthesis-facets/safety-i-and-safety-ii/Nutshell



Safety lI

Safety Il

Definition of Safety As many things as possible go right

Safety Management Proactive, continuously try to anticipate developments and
Principle events

Humans are seen as a resource necessary for system

flexibility and resilience. They provide flexible solutions to

many problems.

Things basically happen in the same way regardless of
Accident outcome (positive or negative). The purpose of an
Investigation investigation is to understand how things usually go right as
a basis for explaining how things occasionally go wrong.
1 Hollnagel, E. Hearns, R., Braithwaite, J. - EUROCONTROL (2013). From Safety-I to Safety-Il (A White Paper). Brussels.

View of Human
Factors
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If we look at Safety 2, the definition of what is a safe system is that as many things as possible are going right.
The operating principle in Safety 2 is proactive, so we are continuously trying to anticipate new developments and events and respond to them.
Humans and human factors are seen as a resource necessary for system flexibility and resilience. Humans provide flexible solutions to many problems. The research behind safety two was saying people are resilient and under challenging conditions they can and do respond with flexibility and resilience. Most of the time the system works, people flex to adjust to whatever is thrown their way. In Safety 2 rather than looking at people as the big problem, it is important to look at people as a key part of your solution.
For Accident Investigations, the principle is that events play out in the same way, some events have positive outcomes, and some have negative. The Accident Investigation is to understand how things usually go right as a basis For explaining how things occasionally go wrong.
You can see, that is a very different perspective on how we assess an incident event.


https://appreciatingpeople.co.uk/moving-on-to-safety-ii-with-lfe/

From Safety-I to Safety-II: A White Paper
https://www.england.nhs.uk/signuptosafety/wp-content/uploads/sites/16/2015/10/safety-1-safety-2-whte-papr.pdf
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If you want to dive into Safety 2, you can really think of it as what are the mitigating factors that keep the system working most of the time. The greater those mitigating factors, the more likely regular work will produce Normal successful work operations.
These Mitigating Factors are the things that in fact keep your risk level down. A long as those things are there, and the more of those that you have, the less your risk level is going to be.



Safety | & Safety Il

* It is not Safety | or Safety Il
e It is Safety | and Safety Il
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These are two key paradigms that we want to think about when we think about incident data collection and use safety.
It is not either Safety 1 or Safety 2, it is Safety 1 and Safety 2 
Of course, when there is an adverse outcome, it is essential to do a robust analysis of why this incident took place and to identify the gaps in the system were that allowed that to happen.
However, because there are far more close calls Than actual adverse outcomes, if you only focus on those events that resulted in an adverse outcome You will be missing a whole range of other things. You are just sitting there with a ticking time bomb waiting for something bad to happen so you can go fix it. Using safety two allows you to step in to say, what is it that is our optimal system operation? How many near misses did not result in an adverse outcome because of what we were doing right? How do we make ‘doing it right’ happen more often?
How can we create an effective youth safety paradigm within our organization?


Safety | Approach Safety Il Approach

Reduce number of adverse events  Ability to succeed under varying conditions
» Look for failures & malfunctions, try to eliminate  « Use what goes right to understand everyday
causes and improve barriers performance to do better and be safer

« Safety and core business compete for resources ¢ Safety and core business help each other
« Learning only uses a fraction of the data available ¢ Learning uses most of the data available
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Here is another sort of slide that illustrates the difference between Safety 2 and safety 2.

Safety 1
The approach is reducing the number of adverse events, looking for failures and malfunctions.
To try to eliminate causes and improve barriers.
And in this case, safety and the core business operations are competing for resources.
The other piece about safety one is that the data collected is only a fraction of the data available to analyze.
What tends to happen is you are looking deeply at the 1 failure in 10,000 events. You are focusing a lot of energy on that one failure. Meanwhile you are ignoring all of the other data.
We do have to Address that failure. That is important. AND we also need to proactively define success.

Safety 2 really focuses on the ability to succeed under a variety of conditions.
We want to use what goes right to understand everyday performance to do better and be safer.
In Safety 2, safety and core business operations Help each other.
The learning that we get from the data uses the most amount of data that is available.
We can look at success and define what it is and know how we are moving in that direction.
In that case, we are focusing on the 9,999 non-failures.

https://www.researchgate.net/figure/Safety-1-vs-Safety-2-approach-after-Hollnagel-23_fig1_283297519
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Here is the full RASM Model that integrates both Safety 1 and Safety 2.
The idea is that safety is a dynamic system.
We have contributing factors that are pulling that risk level to the left, increasing the risk level
And we also have mitigating factors that are pulling it Back to the right, Decreasing the risk level.
When you think about your overall risk management plan, you want to think about both.
You want to look at what those contributing factors are and reduce or eliminate as many as you can.
A Key element to remember is that not all these factors have the same level of impact. If we look at each factor as a magnetic ball some balls could be larger, exerting more ‘pull force’ than others. It is both the number of balls and the ‘power’ of each ball that increases the risk on the left side and decreases the risk on the right side. In the RASM model you manage risk by reducing/eliminating contributing factors on the left and increasing mitigating/safety factors on the right.

It is Important to dive in and do an analysis of what those particular factors are and determine Which of those things are having the greatest impact on increasing/decreasing your risk level. That must be your primary focus.
It is really important to be able to use both Safety 1 and safety 2 frameworks as part of your overall risk management plan.
For many organizations, particularly in college and university settings, we tend to be reactive, and we tend to focus on “find and fix the problem fast.” Then as soon as it is fixed, we go back to routine operations until the next problem arises. 
Safety two says we need to change that.
We must define, in a positive way, what safety is and be able to continue to work towards that proactively.
Both safety one and safety 2 frameworks are primarily driven by having good data.

-----------------------------------------------

Let’s take a look at the overall Risk Assessment and Safety Management model in the following graphic. What you see is a dynamic system. The level of risk is determined by both the number and impact of the Contributing Factors on the left, pulling the risk level higher, counterbalanced against the Mitigating Factors on the right side pulling the risk level lower. The specific Factors in both sides are determined by a Taxonomy of Causation. For example, Environment, Equipment, and People (aka Human Factors). 

The Risk Level can be reduced by decreasing the Contributing Factors and/or by increasing the Mitigating Factors.

In specific application of the RASM Model you also need to take into account that some Factors on either side can be larger (bigger impact) or smaller (lesser impact). As part of your risk management plan, you need to identify those things that have the greatest impact and focus on them first.



What is a Risk Management
Information System (RMIS)?

A Database System for collecting and analyzing Incident and
Close Call Data that allows you to apply Safety | & Safety Il

principles of causal analysis to inform your risk management
process.
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We need to collect data on adverse outcomes and close call and be able to look From both the safety one and the safety two side of things.
That is why data collection is critically important to your youth safety program.
What is a risk management information system? It is a database system that allows you to analyze incident and close call data to apply safety one and safety 2 principles to inform risk management process.

---------------------------------------------------------------------
Database System for Collecting and Analyzing Incident and Close Call Data that allows you to apply Safety I & Safety II principles of causal analysis to inform your risk management process.


INCIDENT REPORT

other
This form should be completed under any of the following conditiol

e Thereis an injury orillness that requires treatment on a daily basis. W ®
. If an injury or illness causes the person to miss some part of the trip (e.g. group has to wait for %2 Forearm e n e ra I 0 n o
day for the person to recover) R —

If the person needs to be transported to a medical facility for examination and/or treatment. ( Hand/Fingers ] ®

Program Type Chest
s Shoul der Abdomen

# Staff’ # Participants, # Program Da _glpper Arm e -_ k e P a p e r

Name

TYPE OF ILLNESS (check all that app!
allergic reaction
mild or localized
ere, generalized or anaphyla:
titude illng
acute mountain
pulmonary edern

Staft/Student,
Incident Date Time ___: AM/PM Dz urse incident oceurred

Geographical Location of Incident

WEATHER at Time of Incident:
Temp (°F) Precipitati QO Rain O Sno O None
Wind (mpl (ft or miles
Surface Condition( ) ail rock uneven flat sloped

TYPE OF INCIDENT Check each applicable catego:
Injury________ Tlin: Motivation/Behavior,

Is thi S YES IfYe X
abdominal or other
diarthea
parent food-related illns
fever illns
act infection

Did the victim leave the field? YES If Yes, on what date
otential bloodborne pathogen exposure? NO__YES
Evacuation method (cirele) walk unassisted, litter, vehicle, helicopter, other

YES If Yes, length of

PROGRAM ACTIVITY (activity at the time of the incident)
Backpacking Ho Rope:

S If Yes, on what date
) vehicle, equipment or proper!

TYPE OF INJURY (check all that apply)
bruise, contusion or similar soft-ti rauma immersion foot

cc

oth-related
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The first generation of risk management information systems was this, the paper incident form.
We have all lived through this era. Something happens. Somebody writes up a form and it gets submitted.



The Problem

* A paper incident report is a single incident rather than
a collection of data

 Read once then sits in a drawer

» Data collected is not consistent = no abllity to
compare

* How do you identify trends?
* Access Control Issues — who gets to see it?
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What is the problem?
The problem is that a paper incident report is a single incident rather than a collection of data about multiple incidents. It typically was read once and then sat in a drawer someplace. The data that gets collected is often not consistent. There are not real structures to control what gets put on that piece of paper. Without consistent data, there is no ability to compare cross incidents, and there is no ability to analyze. You cannot identify trends if you do not have consistent data.
Another piece is access control issues. A piece of paper in someone’s desk, who has access to it? Who else needs to see it to understand what is going on?



Event

Bullying

Sprained ankle
Possible Sexting
Fall on challenge course

Inappropriate touching
Allergic Reaction to food
Sexual Assault

Migraine headache
Participant Exhaustion

Incident
Close Call
Close Call

Incident
Incident
Incident

Incident
Close Call

Category |Activity
Behavior Tutoring Program

Injury Basketball camp
Behavior Summer camp
Injury High Ropes Course

Behavior Tutoring

lliness  High School Program
Crime Hiking

lliness Sports camp

lliness Sports camp

Generation 2:
Spreadsheet
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The next generation of risk management information systems was people putting information into a spreadsheet and generating some charts and graphs based on these things that were happening. That was a step up from paper. But it is still really limited. The reason for that is that incidents are in fact very complex systems. A spreadsheet is basically what is called a flat file from a data storage perspective. Each row is a single incident. But that single row cannot adequately represent all of the different elements of this event. How many people were involved, what happened to each person, what was the severity for each person, what were all the different contributing factors that led to this incident.
A flat file simply cannot handle a complex system. For that you need a much more robust multi-level database structure.



Generation 3:
isk Management
- Information System (RM | S)

Incident Information

ons
ncident Ev

Incident Category  Incident

Incident Type  Injury

Number in Incident

o | . Cloud-based Relationa

Date & Time Information

o s s Database for Incident

Program End Date

Event Date

e o y— Data Tracking and

Incident Category

Active Hours

Incident Typa

= | = Real-time Analytics

Date &Time Information
End Date

Event Date

Time incident Occurred

Actvatours 120
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That is where the Risk Management Information System in generation 3 comes in.
This means gathering incident data in a robust hierarchical relational database where you can gather all these different Data items from different levels of the system and then analyze that rich set of data.
The big benefits or risk management information system is advanced data collection and incident tracking. You can gather much more information than paper or a flat file and it provides a well-defined structured data that is collected in a consistent way. Consistent data means consistent analysis.



Benefits of an RMIS

Incident Information @ ComprehenSive InCident
o i ksl Database Design

General Incident Information @ Structured Database means
Incident Event  Broken leg from canoe capsize CO“SiStent Data Entry

oo 1 &J Real-time Drilldown Analytics

Severity Level Minor

o providing insight

Date & Time Information

Start Date

End Date

Event Date




Data must be...

* Easy to collect

* Timely

» Consistent

* Complete

* Accurate

* Searchable, Filterable, Groupable
 Analyzable
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What are the key elements that any risk management information system needs to have?
The data must be easy to collect.
It must be timely.
It needs to be consistent.
It needs to be complete
It needs to be accurate
It must be Searchable, Filterable, Groupable and Analyzable.



All Incidents & Trends

Incident Events

[¥) EXPORT TO EXCEL EXPORT TO PDF

Drag a column header and drop it here to group by that column

Event Details Incident Category Incident Type Severity Type Activity Type Date Actions

Broken leg from canoe capsize Adverse Outcome Injury Minor Canoeing 9/20/2020 m

Inappropriate Physical Contact Close Call/Near Miss Motivational/Behavioral Minor Not Applicable 7M0/2020 m m
Rockfall Near Miss Close Call/Near Miss Moderate Not Specified 6/21/2020 m
Snowboarding fall on jumping Adverse Outcome Injury Minor Not Specified 2/nf2018 m m
Nausea Adverse Outcome Injury Minor Hiking (no pack) 5/5/2018 m
Homesickness Close Call/Near Miss llness Minor Hiking (no pack) 5/5/2016 m m
Migraine Adverse Outcome liness Minor Backpacking 5/5/2016 m
Knee pain Adverse Outcome liness Minor Backpacking 5/5/2016 m
Heat exhaustion Adverse Outcome Injury No impact Biking - Road 5/5/2016 m m




Real-time Analytics

tncidentAnalytix Tenant1

Data for My Organization Only

Incident Date Range
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Intelligent Analytics



Developing an RMIS

Review your Design a Develop Software: Collect
Incidents Database Web & Mobile Data

: RETEE

Decide what Determine Causal Build
Data to Track Taxonomy Analytics
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How do you go about Developing a risk management information system?
You first want to review your incidents.
As we said, decide what data to track, design your database structure.
Once those things are in place, the next piece is determining what kind of taxonomy you are going to use to determine the factors that contributed to the incident and that mitigate against the incident. 
 
Now you need to develop web and mobile software to collect the incident data.
Then you need to build your analytics structure. 
Finally, you start to collect data.
I have mentioned the idea of Systems Thinking and how that model must be part of your risk assessment and management plan.



What Data to Track?

e Start with an assessment of past incidents:
 What are most common?
 What are the most severe?

* What else could happen?

* What incidents are commonly associated with that activity,
population, etc. (even if it hasn't happened to you)

* What has never happened that you need to be prepared
for?

* What data will provide insight?



RMIS Data

Adverse Outcome

* Data that will
provide insights

Post Event
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MOVE TO MINDJET FOR THIS SECTION

What does the structure of a risk management information system database look like?
We start with an incident. We are going to collect data about an incident, and that incident has one of two possibilities. It is an adverse outcome or a close call/near miss.
We first wanted to describe the incident event itself and that means collecting information like:
When did it happen?
Where did it happen?
What was the activity?
Who did it happen to?
What were the adverse or potentially adverse outcomes?
After defining the event, we want to next look at people, the most important thing in our programs. 
Collect information about any person or persons who experienced this adverse outcome or close call.
One of the benefits of a hierarchical relational database is that a single incident event that might have impacted multiple people. You collect information about the single event once, and then you then go collect information about multiple people.
A Risk Management Information System will allow you to collect a variety of demographic and other person information about this person.
Now you want to examine the outcomes that happened to this Person. Were there Behaviors, Injuries, Illnesses. Were there insurance claims associated with the impact to this person or was there legal action? Was there a police report? Was some treatment provided? Was equipment involved? In some situations, there might have been a therapeutic hold or some kind of physical restraint that needed to be applied to this person? Was the person on some form of medication.
Then you may want to track information about other people associated with this incident event who did not have any adverse outcome. Who were the other participants in the program? Who were the staff members in the program. Where there witnesses and if so, also gathering witness reports.
In University settings, when someone is harmed, there may also be an individual who was alleged to have done the harm whether it is a case of bullying, physical violence, sexual harassment or sexual assault. In that case, you may also need to track information about a person who is alleged to have done something to someone else.
You may need to gather that detailed demographic and other information about that person. Then you may need to identify what were their actions or behaviors that might have caused harm to someone else?
Were there consequence associated with that behavior that was applied to this person?
Was there an investigation, either internal or external?
Was there any legal action taken?
Was there a police report on campus or otherwise was some treatment provided to this person for Whatever it was that they were doing.
Was there some kind of therapeutic hold or physical restraint that needed to be applied to this person?
Was the person on some form of medication.
As we can see, gathering information about the people involved in an incident is a critical part of a risk management information system.
There are other things you may need to track. 
Where did it happen?
What was the environment like?
Was there equipment involved, property damage, or was a vehicle involved?
We have talked a lot about the contributing factors and the mitigating factors and being able to look at both of those from the Safety 1 and the Safety 2 perspective. We will explore the idea of relationships between factors in a few minutes. 
A good risk management information system will also allow you to track communication out to parents and other people and notifications within the institution.
Your system needs to be able to provide access to separate files, documents and media associated with this event
What about tracking legal actions to the whole event separate such as a lawsuit or other legal case?
What about insurance claims?
What about police reports related to the overall incident?
And then you obviously must look at what happens after the incident.
What kind of reporting might be required?
What is the institutional response that is done in a follow up?
Has there been either an internal or external review of the event?
All of these pieces of data may be critically important to include in a risk management information system.



Systems Thinking

Risk Management in a Dynamic Society
Jens Rasmussen, Safety Science, 1997
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Now we will return to contributing and mitigating factors. The Systems Thinking model comes from a paper written by Jens Rasmussen in the journal Safety Science in 1997. Rasmussen’s approach was presented as an approach for analyzing Accidents after the fact and determining what caused the accident. His model fell under the Safety One framework and since then it has been expanded to also include the safety 2 framework.
Rasmussen said that accidents are caused by a series of failures at different levels across a complex sociotechnical system. Each level of the system helps to define a Taxonomy of causes. He set up his model as a hierarchical system, with things like government- state/Local/federal government at the top. These entities create laws.
Those laws are implemented by regulators and associations.
Those come down to the company or university level.
Those are then propagated to company policy to management.
Those are then implemented as plans by staff and then actually happen at the at the work level.
Rasmussen developed was the idea of an AcciMap. It is a map of the different factors within the sociocultural system that led to the negative outcome. First you identify the adverse outcome. Then analyze what were the contributing factors, at each level in the system, that caused, either directly or indirectly, the adverse outcome.
Another key thing that Rasmussen said is that incidents are caused not only by the contributing factors but also by the relationship between those factors. You cannot simply look at each factor in isolation and attempt to deal with that factor. You also need to understand the relationships between them. 
For example, B would not have happened if A also had not been there. Perhaps the place to focus our energies is on removing/resolving A or breaking the relationship between A and B.
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How do we develop this into an AcciMap?
First define the hierarchical structure of the system. The label at each level is your causal taxonomy. Next is to identify what all the different causal factors were. You can do this on a whiteboard or with sticky notes. Or you can have your Risk Management Information System create the map for you. 
Now you need to identify what are any relationships between different causal factors. With this information, you can now generate an AcciMap. The value of such a map is that it presents a much more holistic picture of why this event occurred. It allows you to address failures in the system itself, not just individual elements. Finally, it can serve to define what is In Scope (those things that you can do something about) and what is Ou of Scope (things that are outside of your control). 



Images from Systems-based accident analysis methods: A comparison of Accimap, HFACS, and STAMP
https://scinapse.io/papers/1999207031
Image: https://asset-pdf.scinapse.io/prod/1999207031/figures/figure-1.jpg



Contributing & Mitigating Taxonomy
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So let's take a look at the overall risk assessment and safety management model in the following graphic. If we look on the left side we see a series of Contributing Factors that fall into three Taxonomies: Environmental Hazards, Equipment Hazards, and People Hazards (aka Human Factor Hazards). In the center we see risk levels. As Contributing Factors accumulate on the left-hand side of balance scale, here shown as adding balls into the cylinders, the piston in the Risk Level cylinder moves to the left. Increasing the risk level doesn’t mean that you are going to have an accident, just that the potential for having an accident is increasing.




Causal Taxonomy for Youth Safety

State & Federal Government

Operations/Management

Parents/Caregivers

Staff

v



Presenter
Presentation Notes
If we go back to looking at the Risk Assessment Safety Management model, we talked about the fact that we have a contributing and a mitigating factor taxonomy.
Start with the contributing factor taxonomy and look at what an example might be for youth safety. We start with some of the levels that Rasmussen defined, and we have added some other things that are particularly applicable for youth safety.
We also have things in here like supervisors, parents.
The role that staff play and other participants.



AcciMap: Nassar Sexual Abuse Case — Based on Vox Article
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We are all familiar with the Larry Nassar case. I created an AcciMap based on the review of several articles about the case from VOX. Let me start by saying that this is NOT any type of scientific analysis. I do not have access to any of the data so this map ONLY exists to show HOW a map can be created and is NOT an analysis of this incident. This is a VERY complex incident and my map CANNOT cover the history or complexity. I chose this incident solely because may people are familiar with it. If this is something that you were personally involved in or know of others who were, you might find this disturbing in which case you may want to stop watching for the next few minutes.
Let us look at SOME of the factors at different taxonomy levels. 
We can look at the state and federal government level—according to report the FBI had information and there was a 10-month Lag in the investigation.
We have organizations in regulatory groups like USA Gymnastics, the US Olympic Committee where things failed.
We have things that happened at the university level.
We have organizational management.
There were failures in reporting systems because some people were aware of allegations long before they reported them to law enforcement.
There are so many places where there were failures in the system that led to the abuse of so many athletes.

One of the key learnings from something like the Larry Nassar case is that there were numerous system-wide problems. If we are going to prevent this from happening again, we need to look at this from a systems approach.

I previously mentioned the idea of scope.
Creating an AcciMap is a powerful analytics tool to then look and identify what are the things that are in scope within our organization. Which of these contributing factors can we address? 

----------------------------------------


Identify the outcome(s) and enter at the bottom
Identify Causal Factors on a sticky note
Items which are 
Enter the Causal Factors at each Taxonomy Level 
Identify and Relationships between Factors
Had A not occurred, B would (probably) not have occurred
AND
B is a direct result of A (no other factor in between, otherwise link A to C and C to B)
Check causal logic
Formulate Safety Recommendations
What is In Scope?
What is Out of Scope




https://www.vox.com/identities/2018/1/19/16897722/sexual-abuse-usa-gymnastics-larry-nassar-explained
https://www.vox.com/22585637/gymnastics-tokyo-olympics-2021-abuse-larry-nassar
https://www.nytimes.com/2018/09/25/sports/olympics-sexual-misconduct-safesport.html
https://www.vox.com/identities/2018/1/25/16928994/larry-nassar-mckayla-maroney-gymnastics-me-too
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Here is an example of a more complex AcciMap

Designing System Reforms: Using a Systems Approach to Translate Incident Analyses into Prevention Strategies
https://www.frontiersin.org/articles/10.3389/fpsyg.2016.01974/full


Safety Il = PreventiMaps

» Safety | = AcciMaps (Contributing Factor analysis)
"What went wrong?”

then

» Safety Il = PreventiMaps (Mitigating Factor analysis)
"What went right?”


Presenter
Presentation Notes
An AcciMap is used for post-incident analysis. It is part of the Safety One framework. If we can say, “What went wrong?” we can also identify things that went right.
I am going to show you a very simple map, just to illustrate the point. This is a ‘back of the napkin’ drawing, not a rigorous analysis. You may entirely disagree with the factors I chose, please do not let that distract you from the point of a PreventiMap.



PreventiMap: Title IX Implementation on Campus
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We will use Title 9 as an example of a PreventiMap.
There was a groundswell of understanding that there was a failure at the university level of responding to sexual assault and sexual harassment and part of Title 9 was to address those issues. We have legislation then we have the regulations and associations that manage that.
In this case the Department of Education.
And from that.
At the university level, became policies and procedures and also campus education programs.
Supervision was happening. Instructors were taught how to manage inappropriate sexual remarks and contact.
Students were taught active intervention strategies, etc.
This is not to say that Title 9 is a perfect solution, but it is in an attempt at a Safety 2 approach to be more proactive--to proactively build a daily operating environment that is safer. It is an attempt to say, how should we design a system that works? 
The implementation of Title 9 on our campuses has both Safety 1 elements – investigation and adjudication and Safety 2 elements – training for RAs, graduate students, staff, and faculty. The Safety 2 things are about what kind of campus do we want to have? If we implement these things, we will have a safer campus. That does not mean no adverse outcomes, but it can mean fewer. When we go back to the Risk Assessment and Safety Management Model, we are dynamically managing risk by addressing both sides of the risk equation—contributing factors and mitigating factors.



https://link.springer.com/article/10.1007/s10111-019-00596-x
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Determining Scope
Based on the Taxonomy you selected for your analysis you can determine what things are In Scope and what things are Out of Scope



 Risk Mitigation Impact (RMI)
* What is the potential impact of doing
nothing?
» What will get you the greatest impact
with the least amount of resources?

In SCOPE . Whadtois the rs]ingle mlgsr’g importantffactor
o o - to address that would have a significant
Prioritization impact regardless of resources?

* If the solution is resource intense, how
will you make the case for getting those
resources?

* Who are your stakeholders and how can
they help you?
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In scope prioritization.
What we want to do is think about the risk mitigation impact of different decisions we make, programs we implement, etc.
What is the potential impact of doing nothing?
What is going to get you the greatest impact with the least amount of resources?
What is the single most important factor to address that Would have a significant Impact, regardless of the resources that it costs.
If that solution is resource intensive, how we going to make the Case for it?
Who are your stakeholders to get behind you to say we need to do X because X is the single most important thing that is going to have the greatest risk mitigation impact for us.



Key Take Aways

» Safety |
» Safety |l
» Taxonomy of Causation
» Systems Thinking
* Building AcciMaps — Safety |
* [dentifying In Scope vs Out of Scope
* Building PreventiMaps — Safety |l

* Using an RMIS to collect Incident and Close Call Data
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Key Takeaways I want people to take away from this presentation.
One Is understanding the Safety 1 framework and the Safety 2 framework.
They work together and they need to be part of your overall risk management plan.
The next is to understand Rasmussen’s System Thinking model and the taxonomies of causation. Systems Thinking applies to both Safety 1 and Safety 2. 
Implementing a risk management information system to collect both incident and close call data is the single best way to incorporate both Safety 1 and Safety 2 frameworks into your risk management plan. Without data, you cannot understand what is going on in your program. Without complete and consistent data you cannot identify the contributing factors and learn where to intervene. If you do not collect and analyze data, you are simply waiting for bad things to happen again. Good data allows you to see what is happening, what is nearly happening, and then make intentional decisions about where you are going to put your resources. 
A Risk Management Information System lets you build AcciMaps and PreventiMaps to best determine where you should be placing your resources. 
Finally, safety comes from data-driven organizational change.
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One of the ways that IncidentAnalytix hopes to collaborate with HEPNet is developing a Causal Taxonomy for youth safety to help analyze incident data in order to advance the field of youth safety protection.
If you are interested in working on this project with us, please contact us at

www.IncidentAnalytix.com

--------------------------------------------------
Quick video clips rather then online demo
Complete Incident
SmartGrid



Resources

www.IncidentAnalytix.com

Demo available today 4:30 — 5:00 PM



 Risk Management in a Dynamic Society: A modeling
problem — Jens Rasmussen (1997) -
https.//orbit.dtu.dk/ws/files/158016663/SAFESCI.pdf

« From Safety-I to Safety-II: A White Paper — Hollnagel E;
Key WearsRL Braithwaite J. 2015) -
https.//www.england.nhs.uk/signuptosafety/wp-

Resources content/uploads/sites/16/2015/10/safety-1-safety-2-whte-
papr.pdf

* Translating Systems Thinking Into Practice: A Guide to
Developing Incident Reporting Systems — Goode, Salmon,
Lenne, Finch — Available at Amazon Books
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Here are some resources for you to expand your knowledge about the things I talked about today. You will find these references posted on my Blog at www.IncidentAnalytix.com.


https://orbit.dtu.dk/ws/files/158016663/SAFESCI.pdf
https://www.england.nhs.uk/signuptosafety/wp-content/uploads/sites/16/2015/10/safety-1-safety-2-whte-papr.pdf

Videos & Articles

« 1.5.5 Safety | vs Safety Il - https://www.youtube.com/watch?v=WMOLVVONrhM

* Doing Safety Differently — Sydney Dekker:
https://www.youtube.com/watch?v=6gREMV6j2A4

 Safety Il & Safety Il — Erik Hoffnagel: https://vimeo.com/channels/1366431/89492241

* Perceiving what cannot be seen” - the practical side of Safety - Il - Erik Hollnagel:
https://vimeo.com/159498494

A story of Safety Il — Jeffrey Braithwaite:
https:.//www.youtube.com/watch?v=gauR843rRNk

 Safety Differently | The Movie: https://www.youtube.com/watch?v=moh4QN4IAPg

 Sidney Dekker — Safety Differently Lecture:
https.//www.youtube.com/watch?v=0MtLSOFNDZs

 Sidney Dekker — Just Culture short course 1:
https://www.youtube.com/watch?v=PVWjggDANWA

« The New View of Safety with Todd Conklin:
https://www.youtube.com/watch?v=10YUQIWIiRgc

 Dr. Todd Conklin speech "Risk Analysis is Fixed in Time - But Hazards Ebb and Flow:
https://www.youtube.com/watch?v=X211fU39808
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Here are some resources for you to expand your knowledge about the things I talked about today. You will find these references posted on my Blog at www.IncidentAnalytix.com.


https://www.youtube.com/watch?v=WM0LVv9NrhM
https://www.youtube.com/watch?v=6gREMV6j2A4
https://vimeo.com/channels/1366431/89492241
https://vimeo.com/159498494
https://www.youtube.com/watch?v=gauR843rRNk
https://www.youtube.com/watch?v=moh4QN4IAPg
https://www.youtube.com/watch?v=oMtLS0FNDZs
https://www.youtube.com/watch?v=PVWjgqDANWA
https://www.youtube.com/watch?v=IoYUQlWiRgc
https://www.youtube.com/watch?v=X211fU39808

Videos & Articles

» Guidelines for AcciMap Analysis: httﬁs:ééogenresearch— e
repository.anu.edu.au/bitstréam/ ranford Guidelines for ACCIMAP 2009.pdf

* Webinar: An Introduction to “New Safety” (HOP, Safety Il, and Safety Differently):
https://www.youtube.com/watch?v=zgZVGaFlhyw

« FAA Safety Management Systems (SMS) Fundamentals: Policy:
https://www.youtube.com/watch?v=j8NOPZx5YwM

» FAA Safety Management Systems (SMS) Fundamentals: Safety Risk Management Component:
https://www.youtube.com/watch?v=b6dwxQ30EAE

* Mangatepopo canyoning tragedy a decade on: 'l know they would be Ioving every minute of life":
https://www.nzherald.co'hz/nz/news/article.cfm?c id=1&objectid=1203206

* In a Flash TV Movie: https://www.tvnz.co.nz/shows/in-a-flash/episodes/s1-e1
« BBC NASA Challenger Disaster: https://www.youtube.com/watch?v=reM5fTo-6PI

» Challenger Disaster Governmental Report: https://www.govinfo.gov/content/pkg/GPO-CRPT-
99hrptT016/pdf/GPO-CRPT-99hrpt1016.pdf

» A Review of Accident Modelling Approaches for Complex Critical Sociotechnical Systems:
https://www.semanticscholar.org/paper/A-Review-of-Accident-Modelling-Approaches-for-
Qureshi/c3a597212068c27be45d84dec/6e86baabd4cfo0
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Here are some resources for you to expand your knowledge about the things I talked about today. You will find these references posted on my Blog at www.IncidentAnalytix.com.


https://openresearch-repository.anu.edu.au/bitstream/1885/20987/2/01_Branford_Guidelines_for_ACCIMAP_2009.pdf
https://www.youtube.com/watch?v=zqZVGaFIhyw
https://www.youtube.com/watch?v=j8N0PZx5YwM
https://www.youtube.com/watch?v=b6dwxQ3oEAE
https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=12032068
https://www.tvnz.co.nz/shows/in-a-flash/episodes/s1-e1
https://www.youtube.com/watch?v=reM5fTo-6PI
https://www.govinfo.gov/content/pkg/GPO-CRPT-99hrpt1016/pdf/GPO-CRPT-99hrpt1016.pdf
https://www.semanticscholar.org/paper/A-Review-of-Accident-Modelling-Approaches-for-Qureshi/c3a597212068c27be45d84dec76e86baabd4cf90

The biggest mistake
about a mistake

Final Is not learning from it.

Thoughts
Youth Safety comes from
data-driven organizational
change.
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